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• Designing and developing a practical offline 
on-device deployable safety mechanism for 
securing Small Language Models (SLMs) 
against any quantization induced risks and 
vulnerabilities.

• Quantization significantly impacts 
trustworthiness and ethical aspects of 
SLMs [1].
• Vulnerable on-device quantized SLMs 
provide accurate responses to direct 
unsafe activities.

(a) Adversary corrupting an open-
source SLM

(b) Any Casual User gradually becoming an Adversary, by 
gathering sensitive information regarding unsafe activities
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Conclusion

• We designed and developed a practical and usable on-device guardrails for securing SLMs.
• Our LiteLMGuard is seamless, can be integrated with any on-device SLM.
• Our LiteLMGuard enabled real-time offline prompt filtering with over 85% defense-rate 
against harmful prompts (including jailbreaks), 94% filtering accuracy and ~135 ms average 
latency.
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