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Abstract—This article explores how blockchain (BC) technolo-
gies can improve cybersecurity of photovoltaic (PV) systems, specif-
ically solar farms. First of all, a comprehensive BC-assisted security
framework is proposed which has distinct stages: 1) Prevention
stage including a solar farm membership service, solar asset man-
agement, secure BC data communication, secure boot verification,
and self-signed certificate verification; 2) Detection and Incident
Response stage including man-in-the-middle (MITM) attack de-
tection, firmware attack detection, alert, and response; and 3)
Recovery and Resilience stage including access control, firmware
patching and rollback, and resilient control. Moreover, this article
introduces a BC-integrated security module (SM) design providing
an industry-deployable method of the proposed BC framework in
the PV system. This article also provides practical cyberattack
models targeting a commercial solar farm with real-world field
testing methods. Finally, the testing results demonstrate that the
proposed BC-assisted system proactively detects MITM attacks,
firmware modification attack, and malware attack, while ensuring
the continuous operation of the solar farm during attack events.

Index Terms—Blockchain, cyberattack, cybersecurity, field
demo, photovoltaic (PV) system, solar farm, solar inverter.

I. INTRODUCTION

CYBERSECURITY is vital for photovoltaic (PV) systems
to ensure the reliable and safe operation of modern power
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grids. As PV systems become more dominant (e.g., total U.S.
electricity to 40% (1000 GWac) by 2035 and further to 45%
by 2050 (1600 GWac) [1]) and increasingly reliant on digital
technology, their primary application, solar farms, is becom-
ing critical infrastructure, and thus an attractive target for cy-
berattacks by threat actors. The first cyberattack on U.S. PV
systems was reported on March 5, 2019 [2]. A malicious actor
repeatedly rebooted sPower’s communication devices, causing
multiple five-minute communication losses between its control
center and 500 MW of solar and wind generation facilities in
Utah [2]. In 2022, a threat actor tampered with solar inverter
firmware, gaining access to personal data of Dutch customers,
creating new profiles, deleting existing accounts, and obtaining
electricity generation data using GPS coordinates [3]. In 2023,
a flawed vendor software update unintentionally disabled 800
Sungrow PV home storage units [4]. That same year, sensi-
tive data from more than 130000 European-manufactured solar
energy monitoring systems were exposed online, potentially
enabling unauthorized remote access (i.e., a backdoor) [5]. A
separate demonstration showed malicious manipulation of nu-
merous solar inverters from well-known German manufacturers,
exploiting vulnerabilities in unsecured firmware updates within
cloud-connected PV systems [6]. Since 2012, more than 88 pub-
licly reported cases of cyberattacks and disclosed vulnerabilities
in solar systems have been documented, with cases expected
to rise further [7]. These real-world incidents and vulnerability
reports highlight the urgency of protecting PV systems from
evolving cyber threats.

Studies on power system cybersecurity have focused on three
main areas: detecting and responding to false data injection
attacks (FDIAs) with data-driven learning [8], improving relia-
bility for access control, communication security, and firmware
integrity [9], [10], [11], [12], and enhancing the scalability of
consensus protocols [13]. In the case of current PV systems,
particularly solar farms, they primarily rely on industry se-
curity standards (i.e., IEEE 1547.3-2023 [14]) and network-
based measures such as user authentication, firewall rules, and
encrypted communication using the Transport Layer Security
(TLS) protocol [15], [16]. A comprehensive review of solar farm
cybersecurity covering firmware, networks, inverter controls,
and grid-level considerations—is presented in [17]. In addition,
[18] provides an overview of cyber-resilient solar farm inverter
design based on fifteen practical attack models. A multi-level
cybersecurity framework and field testing for commercially op-
erated solar farms, spanning inverter device-level to system-level
protections and incorporating hardware hardening, intrusion de-
tection, and recovery strategies, is discussed in [19]. Cyberattack
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Fig. 1. A solar farm integrating the proposed BC-assisted security framework to protect solar farm operations.

tactics continue to evolve with advances in technologies such as
artificial intelligence (AI) and quantum computing, as well as
increasing adversarial expertise. However, it remains uncertain
whether existing cybersecurity methods can effectively adapt
to secure field-deployed, specifically non–utility-owned solar
farms.

Beyond existing cybersecurity methods and studies,
blockchain (BC) technology offers a broader, more adaptable,
and deeper system-level security framework. By leveraging
advances in cryptography, public key infrastructure (PKI), con-
sensus mechanisms, and role-based access control, BC can
address [20] and mitigate a wide range of real-world existing
and emerging attack cases. In particular, the authors investigated
and observed that current commercial solar inverter products
typically rely on self-signed certificates to communicate with
client devices, without adequately addressing the associated
security risks. In contrast, the proposed BC framework enables
certificate validation through event-driven integrity checking.

This article is extended works of [21] and detailed system-
level BC-assisted security work of [19] to provide a holis-
tic view of BC-assisted security framework for solar farms.
This article also provides a comprehensive attack modeling
method, industry-deployable BC-assisted security implementa-
tion method using security modules (SMs), and more detailed
solar farm field demo testing methods and results.

The main contributions of this article are given as follows:
1) Developed a holistic BC-assisted security framework to

enhance security level of solar farms.
2) Created a BC-enabled SM prototype for seamless deploy-

ment and adaptable integration in solar farms.
3) Developed BC-assisted data verification method enabling

to verify critical data such as external control com-
mands, new firmware files, secure boot public keys, and

self-signed certificates stored in real-world commercial
solar inverter products.

4) Developed a BC-enabled SM prototype for seamless BC
and security feature deployment in legacy solar farms or
solar farms with less security features.

5) Provided detailed cyberattack models with field testing
methods for solar farms.

6) Established a foundational reference to help solar farm
cybersecurity teams adopt security-by-design principles.

7) Released an open-source BC security reference code with
supporting implementation and demonstration videos.

II. RELATED WORKS

A. A Solar Farm System Identification

Fig. 1 depicts an example of a solar farm. The solar farm
comprises multiple string solar inverters (i.e., a fleet of solar
inverters) linked to a data manager (i.e., inverter aggregator
and gateway), a battery energy storage system (BESS) with its
inverter, solar farm network devices (such as router, network
switch, and modem), a local operator PC, and other field devices.
The local operator PC as a Human-Machine Interface (HMI)
enables centralized management of solar farm devices. Solar
inverters (also referred to as smart inverters) are the ‘brain and
heart’ of a solar farm. They not only enable power conversion
but also remotely manage solar generation and grid supports,
either independently or in coordination with the data manager
[18]. As such, they are critical cyber-physical solar assets that
must be protected against evolving cyberattacks.

Fig. 1 illustrates multiple connections: 1) the power line (black
solid), 2) the network line under normal operation (blue dotted),
3) the network line under cyberattack (red long dash-dot), and 4)
the wireless and secure BC network line (green, represented by
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Fig. 2. Attack surface of the solar farm to be mitigated by the proposed BC framework.

a Wi-Fi symbol or round dash). While additional attack vectors
may exist (such as those between the utility server and the target
solar farm), this article only focuses on attack scenarios specific
to a non–utility-owned solar farm (i.e., third-party owned solar
farm). More detailed attack types and vectors for this solar farm
are presented in Fig. 2.

Each solar farm device typically supports connectivity and
communication through standard network protocols defined in
IEEE 1547-2023 (e.g., SunSpec Modbus, DNP3, and IEEE
2030.5) as well as proprietary protocols such as HTTPS
(HTTP+TLS) [14]. However, these protocols still contain un-
resolved vulnerabilities and remain susceptible to man-in-the-
middle (MITM) and denial-of-service (DOS) attacks [18]. To
address this, a security module (SM) is passively integrated into
each solar farm device, enabling access to the additional secure
BC network line. This line operates independently, remaining
isolated from cyberattacks on the conventional network and
avoiding disruption to existing remote solar farm operations.
Devices communicate wirelessly with a BC security vendor
server via a router that functions as a BC gateway, for example,
using a 5G network. The BC security vendor server includes: 1)
a main BC cluster server, which provides membership services,
ordering services, distributed endorsing and committing peer
services, as well as role-based security and BC channel control;
and 2) a role-based and visualized BC web portal that allows
authorized solar farm BC participants to manage access, monitor
performance, and perform security analysis.

B. Attack Surface of a Solar Farm

An example of commercial solar inverter product is structured
into three essential layers [18], depicted in Fig. 2: 1) Network
Layer (L1), 2) Controller Layer (L2), and 3) Power Electronics

Hardware Layer (L3). At L1, a microprocessor unit (MPU)
with ARM architecture stores a read-only memory (ROM) first
stage bootloader (e.g., MLO). This layer also incorporates a
serial peripheral interface (SPI) flash memory for storing second
stage bootloaders (e.g., Barebox, U-Boot), kernel, and root file
systems, along with various peripheral network components like
LAN ports, a Wi-Fi module, USB, a serial communication in-
terface (SCI) module, and a Joint Test Action Group (JTAG) de-
bugging port. The L1 functions like a typical IoT edge device, al-
lowing secure and direct connection to external network servers
through TLS version 1.2/1.3 protocol. Users and installers can
directly access the solar inverters through a locally hosted web
user interface (WebUI) through local or cloud-based access via
the inverter data manager over the public Internet. The L2 has
a microcontroller unit (MCU) providing lightweight computing
power for signal processing and inverter control. An internal
MCU memory hosts a real-time operating system (RTOS) for
controller firmware, which can be updated through L1 in L2. The
L3 encompasses power electronics hardware components such
as power switches, gate drives, relays, analog filters, sensors,
and serial communication interfaces, establishing connections
with L2.

Based on the solar farm model (from the non-utility-owned
solar vendor server to the solar farm) indicated in Fig. 1, a total
of eight attack surfaces, or attack points (APs), are identified in
Fig. 2. Potential adversaries include ransomware gangs (finan-
cial gaining purposed organizations through encrypting data and
demanding payment for its decryption), Advanced Persistent
Threat (APT) groups (state-sponsored or well-resourced organi-
zations that engage in long-term, stealthy cyberespionage, often
targeting specific critical system for intelligence gathering), and
insiders. An external network FDIA can occur between the solar
vendor server and the solar farm (AP1) if a MITM proxy server
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Fig. 3. Current certificate technology deployed in a commercial solar product.

exploits a PKI and self-signed certificate (a currently deployed
certificate method in commercial solar products as depicted
in Fig. 3.) vulnerabilities in TLS. Additionally, an unautho-
rized device connected to the network switch can conduct a
local network FDIA via an MITM device (AP2). In addition,
a device-level FDIA (AP3) can take place if the data manager
is compromised through a malicious firmware update. If the
vendor server’s codesigning key is leaked, it can be used to
generate malware (AP4) or create a malicious firmware update
(AP5) targeting the solar inverter. Furthermore, extracting the
public keys stored in the solar inverter could allow an attacker
to bypass secure boot protections (AP6).

Traditionally, external solar farm operators and utilities access
inverters remotely through the local operator’s PC. However,
external vendors can also access multiple inverters remotely via
a cloud-connected solar WebUI over HTTP/HTTPS through the
data manager. This WebUI enables monitoring of inverter status,
solar energy production, and adjustments to settings, control
parameters, and firmware updates. Despite its convenience, this
direct access method presents a critical attack point. If inverters
connected to the data manager are compromised (AP7), over-
all solar farm operations could be disrupted [22]. Finally, a
device-level ransomware attack could encrypt critical system
configuration files, preventing remote access by authorized users
(AP8) [23].

Each defined attack, occurring at specific locations, can gen-
erate attack evidence such as ransom notes, communication
or control loss, system downtime, suspicious activities, and
disruptions to regular forensic checkups. This information can
be used to identify the attack type and location after it occurs.
However, by using the proposed BC-assisted framework with
integrated security modules (SMs) that communicate with the
BC cluster server and BC web portal, as illustrated in Fig. 1, the
eight attacks can be proactively mitigated in real time.

C. An Example of Practical Attack Models Targeting a Solar
Farm

Based on the APs described in Section II-B, a solar farm attack
model was designed by integrating historical cases of real-world
solar energy cyberattacks and vulnerabilities [7] with the MITRE
ATT&CK ICS framework [24]. The model assumes an adver-
sary who obtains WebUI credentials, accesses the WebUI, and

compromises multiple inverters through malicious configuration
changes and firmware updates to disrupt operations as follows:

1) Access the cloud-connected solar WebUI of the data
manager using maliciously acquired remote credentials,
exploiting missing cloud API authorization.

2) Conduct reconnaissance within the solar WebUI environ-
ment of the data manager to identify additional network
vulnerabilities (e.g., poorly segmented VPN networks).

3) Establish or elevate privileges to a Super Administrator
account to ensure persistence and evade detection.

4) Discover and gain access to all connected solar inverters
(The report [7] introduced a case about the ability to access
10000 solar devices).

5) Collect information about target inverter configuration
settings and the current firmware version.

6) Tamper with configuration settings (e.g., disabling grid-
support functions) on the solar inverters.

7) Upload malicious firmware (exploiting vulnerabilities
such as missing code signing and secure boot) to the
MPU of L1 to disrupt authorized network operation and
monitoring.

8) Retrieve the controller-related firmware binary to the
MCU (L2) to impair all solar inverter control functions.

9) Render the entire solar farm operation non-functional (The
report [7] introduced a case about the ability to brick 10000
solar devices).

The attack model (G) can be represented as a directed acyclic
graph (DAG) [25],

G = (V,E)

where vertices (V ) denote system states and edges (E) denote
exploit-driven transitions. The attack begins at
v0 (stable operation) and progresses forward through:
v1(WebUI access), v2(reconnaissance), v3 (privilege esca-

lation, v4(persistence), v5(detection evasion), v6 (inverters
discovered), v7 (inverter information collected), v8 (config-
urations tampered), v9 (malicious firmware uploaded to MPU
(L1)), v10 (firmware deployed to MCU (L2)), terminating in
v11(solar farm non-functional). Either branching edges (e.g.,
e2→3, e2→4, e2→5) or sequential edges (e.g., e8→9, e9→10, e10→11)
are available for the successful attack. Optional edge weights
w(e) ∈ [0, 1] can be added by exploitation risk or probability
such as derived from CVSS scores [26].

The Overall Attack Success Probability Along a Path is

P (G) =
∏

e∈path
p (e)

with |V | = 12 and |E| ≈ 12, the graph can allow efficient
traversal O(|V |+ |E|)time.

III. AN OVERVIEW OF BC-ASSISTED SECURITY FRAMEWORK

AND MODEL FOR A SOLAR FARM

A. Holistic BC-assisted Security Framework

The BC-assisted security framework depicted in Fig. 4. in-
cludes essential cybersecurity components. This framework is
composed of three security stages: 1) prevention, 2) detection
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Fig. 4. BC-assisted security framework for a solar farm.

and incident response, and 3) recovery and resilience. The
green-colored check marks have been achieved and validated
in this research.

The prevention stage includes a membership service that
functions as a PKI within the Hyperledger Fabric (HLF) BC
platform used in this research. An BC audit trail is maintained
to track and monitor the status of solar devices at grid edge
and their critical data. BC data is also securely transmitted
through the establishment of the TLS version 1.3 protocol.
Therefore, with secure transmission and data integrity ensured,
critical information recorded on the distributed BC ledger can
be tracked securely, enhancing situational awareness. In addi-
tion, whenever the solar inverter system boots, its bootloader
firmware and self-signed certificate is automatically verified by
the BC to ensure secure booting and inverter device (server)
authenticity. In the detection and the incident response stage,
all incoming and outgoing control command data, along with
new firmware files, are cryptographically verified and signed by
the sender, ensuring authentication and data integrity within the
BC network. This process enables the detection of MITM and
firmware attacks, triggering immediate alerts and responses with
attack diagnostics. The distributed architecture of BC ledgers
mitigates the risk of a single point of failure caused by potential
data tampering risks. In the recovery and resilience stage, BC
smart contract-based access control securely adjusts inverter
settings and control parameters to restore the solar inverter. BC
also enables secure firmware updates and rollbacks to restore
solar inverters. Additionally, by activating a control channel
for the solar farm during network outages caused by DOS
attacks, functionality is rapidly restored through the integration
of resilient inverter controls.

B. BC Model

Fig. 5. illustrates a solar farm-tailored BC model. By lever-
aging the private BC features, a more collaborative security
ecosystem can be established, allowing multiple parties (e.g.,
solar vendors, solar farm operators, and utilities) to efficiently
handle user- or vendor-identified incidents through effective no-
tification, coordination, disclosure, and validation mechanisms
while safeguarding the privacy of the solar farm using smart
contracts and a multichannel BC. The multichannel platform
adopts a modular architecture where client/peer nodes can be
hosted on a party’s server or cloud system, leveraging parallelism
by assigning a unique ordering and a fast peer server per channel.
This BC model is designed to operate under a zero-trust security

Fig. 5. Solar farm-tailored BC model.

model. By consistently and continuously verifying identity, val-
idating activities, and limiting access and privileges, the security
services of the system can be trusted, ensuring the integrity and
authenticity of critical assets and providing a practical solution
to manage the emerging cyber risks associated with the solar
farm.

The integration of BC technology has the potential to enhance
the security of third-party vendor-owned solar farms by evaluat-
ing and securing endpoint solar devices, such as solar inverters
and data managers, which function as BC client nodes. These
nodes collaborate with other authorized BC peer nodes (who are
already joined BC private network, e.g., local solar farm operator
PCs, solar vendor servers, external solar operator servers, and
utility servers) within the same BC network to validate shared
data. An authorized BC core cluster securely manages all BC
participant nodes through a private membership service within
a distributed and integrated BC ledger. This cluster also enables
secure communication via dedicated BC channels, such as a
security BC channel, a command BC channel, or both, depend-
ing on the participants assigned roles. The BC core cluster also
includes an integrated web portal program that provides role-
based, visualized access control, asset management, and real-
time analysis. Through this web portal, all BC participants can
directly monitor and manage solar devices using role-specific
accounts, enabling intuitive and efficient oversight.

C. BC-assisted Data Verification Method

Fig. 6. illustrates a case study of the BC-assisted data verifica-
tion method for validating new control commands or firmware
updates against complex and multi-vector cyberattacks.

1) Prevention: The solar vendor server (i.e., BC Client Node
1), data manager SM (i.e., BC Client Node 2), and solar
inverter SM (i.e., BC Client Node 3) operate as BC client
nodes within the same BC network channel. When the
solar vendor server prepares a target data payload, it
signs the data using its private key. Prior to transmission,
the server reports a new transaction (TX#1) to the data
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Fig. 6. BC-assisted data verification workflow.

manager and solar inverter BC nodes, containing the target
data ID, data hash, solar vendor ID, timestamp, and TX#1
signature.

2) Dectection and Incident Response: Upon receiving the
signed data, the data manager SM verifies it using the
solar vendor server’s public key. If the data is a firmware
payload, it undergoes malware detection process (e.g.,
static malware analysis). After verification, the result is
reported to solar vendor and solar inverter BC nodes. If
it fails, the corresponding attack result will be reported to
the BC nodes, and the forwarding update process will be
automatically halted. The data manager SM then signs the
data with its own private key. Next, the solar inverter SM
receives the data from the data manager SM and verifies
it using the data manager’s public key. The inverter then
updates the verification result to the solar vendor and data
manager BC nodes. To defend against MITM attacks, the
inverter performs additional hash-based verification using
a smart contract and compares it with the original data
hash stored by the solar vendor BC node. If all checks
are passed, the solar inverter security module delivers the
verified data to the inverter device’s lower layers (L2+L3)
for application. However, if not, this update process will
be automatically suspended. A final integrity check is
performed internally between the inverter (L2+L3) and
the security module (L1), using an embedded security
program.

3) Recovery and Resilience: If BC nodes detect any un-
defined or uncertain activity via cyberattacks, remedial

Fig. 7. SM reference design.

actions such as micro-patching through inverter parameter
correction, deploying a new firmware patch or rollback, or
initiating resilient inverter control can be applied.

IV. SM DEVELOPMENT FOR SUPPORTING SECURITY FEATURES

To enable the integration of conventional solar inverters and
the data manager with the BC network, a SM has been specif-
ically designed and developed to ensure seamless interfacing,
as illustrated in Fig. 7. This design provides security functions
for both 1) the network board of the solar inverter (L1), with
minimized and optimized security features, and 2) the data
manager, which is fully equipped with security functions as
a BC-enabled secure gateway device. The designed SM also
enhances the security of both solar device types, addressing
the limitations of commercially available solar products that
lack support for advanced security functions and BC interface
programs. From the industry-deployable perspective that avoids
disrupting original operations, two solar inverter vendor prod-
ucts [27] and [28] were tested. Both products support Ethernet
and Wi-Fi connectivity for conventional operation interfaces
with their corresponding embedded HTTPS web server (uses
self-signed certificate), but they were successfully integrated
with the developed SMs via a reverse HTTPS proxy [29] without
requiring any product-side modifications.

The use of static malware analysis, which initially relied
on an external malware scanning service (e.g., VirusTotal) and
the open-source tool, PeFrame, to extract static features from
files—such as hashes, URLs, and IP addresses. However, this
method depends on the conventional network line described
in Fig. 1 for internet access and is limited to detecting only
known or previously reported malware. Furthermore, it becomes
unavailable during periods of unstable conventional network
line connectivity, such as during a DOS attack. To overcome
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TABLE I
DESIGNED TEST CASES

Fig. 8. BC-assisted security system for TCs: (a) system configuration, (b) system hardware, and (c) system deployment in a commercial solar farm.

these limitations, a device-centric, machine learning (ML)–
based static malware analysis approach [30] was developed and
integrated into the latest version of the SM.

The SM and BC core cluster collaborate to verify the in-
tegrity of control commands and firmware while they are in
transit by checking their hash values using a BC smart con-
tract program. As a result, this BC-interfaced SM is capable
of detecting MITM-based FDIAs, malicious firmware attacks,
inverter bootloader firmware tampering, and inverter recovery,
while ensuring the integrity of in-transit or stored ledger data in
real-time. Overall, this comprehensive SM design ensures secure
communication between all assets and the BC core cluster using
the TLS protocol via conceptually a secure BC network line that
is isolated from the conventional solar farm network.

V. TESTING DESIGN AN EXPERIMENTAL SETUP

A. Testing Design

Through a combination of literature search, input from in-
dustry partners [19], and recent attack incident reports, as well

as vulnerability analysis, security risks for solar farm were
identified. Based on this analysis, potential attack vectors
were also defined and six test cases (TCs) focused on first six
APs addressed in Section II-B. A complete list of these TCs
can be found in Table I. TC-1, TC-2, and TC-3 are related to
control command attacks involving MITM-based FDIAs, while
TC-4 and TC-5 are related to firmware update-related attacks
involving malware or maliciously tampered firmware provided
by compromised vendors. TC-6 is an embedded firmware attack
through malicious physical access to the solar inverter board,
supply chain breaches, or firmware update attacks.

B. Experimental Setup

Fig. 8 illustrates the developed BC-assisted security system
used for conducting the BC-assisted defense demonstrations
against the devised TC attacks in the commercial solar farm.
This system allows the solar farm operators to easily set up
and test cyberattacks, i.e., plug and play for their solar farm
system. Fig. 8(a) shows the hardware setup of the BC-assisted
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Fig. 9. TC-4 detection and response results (SM screen via BC SDK).

security system, highlighting each TC experiment point for the
field testing. The hardware is set up, comprising six Raspberry
Pis representing distinct components: the solar inverter SM, the
data manager SM, the solar vendor server, the attacker’s PC, the
BC core cluster, and the BC web portal. It is assumed that the
solar vendor server is positioned externally outside of the solar
farm, hence emulating the use of the TLS version 1.3 protocol
for communication with the data manager. The TCP/IP protocol
is employed between the solar inverter and the data manager
to emulate Modbus TCP/IP protocol. Moreover, TLS version
1.3 protocol is utilized for securely encrypted communication
between the BC client/peer nodes and the BC core cluster.

Compared to the earlier BC-assisted security system intro-
duced in [20], which required multiple PCs/laptops with dif-
ferent OSs mixed with IoT devices, the current system pre-
sented in this paper has been developed using only 64-bit ARM
processor-based, low-cost Raspberry Pi 4B devices. This was
made possible by HLF version 2.5’s official support for ARM
processors since early 2023. Additionally, the optimized and
device-centric lightweight ML algorithm for malware detec-
tion, developed in [30], was successfully implemented on the
Raspberry Pi 4B. Therefore, Fig. 8(b) illustrates the enhanced
hardware system built with a Raspberry Pi 4B stack. This system
is then seamlessly integrated into the commercial solar farm
for attack-and-defense demonstration purposes, as shown in
Fig. 8(c).

VI. EXPERIMENTAL VALIDATION

A. Experimental Validation for TC-4

Fig. 9 shows the results of malware detection (TC-4) by the
data manager SM. Following the testing description in Table I
and testing point in Fig. 8(a), the data manager SM received
a new firmware update from the compromised vendor server,
which was automatically executed to a verification process
through ML. The verification result of the new firmware was
classified as malware. Additionally, the data manager SM per-
formed integrity and authentication checks against the firmware
with records previously stored in the ledger from the compro-
mised vendor. Finally, all verification outcomes were subse-
quently updated to the ledger of the BC core cluster. Fig. 10
displays the intuitive result of this malware attack on the BC web

Fig. 10. TC-4 detection and response results (BC web portal screen).

portal screen. The screen indicates that the attempted firmware
update was identified as malware by the data manager SM,
with integrity and authentication checks failing, and includes
a timestamp for verification.

For dataset generation, a benign firmware image stored in
the SPI flash memory of L1 in the commercial solar inverter
was extracted. From this, 100 benign variants and 100 malicious
variants were generated using binary modifications, with the data
split evenly for training (50% ) and validation (50% ). This ap-
proach initially employs a convolutional neural network (CNN)
model that analyzes 2D grayscale images converted from binary
files. Subsequently, a deep transfer learning (DTL) method
[31] was applied by utilizing a pre-trained image recognition
model—freezing a subset of layers and finetuning the remaining
layers using the new malware dataset. The small dataset was
sufficient to achieve higher accuracy and faster convergence by
adopting the DTL method. It is noted that the target malware
(i.e., Moonbounce bootkit) used in this study was a publicly
disclosed sample [32], employed to verify the feasibility of the
proposed BC method, while unseen emerging malware detection
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Fig. 11. Automatic self-signed certificate integrity check results (SM screen via BC SDK).

was beyond the scope of this research. For testing in the SM,
one benign firmware file and four malware variants were used
as input samples for the DTL model. The resulting training
accuracy reached 99% , and the validation accuracy was 98% .

The average duration for this defense test was 15 seconds
(including 1.705 seconds for processing time using the malware
detection by the device-centric ML in the data manager SM) with
100% accuracy. Consequently, the data manager SM effectively
prevented the malware update to the solar inverter, ensuring its
continuous operation.

B. Experimental Validation for BC-assisted Chain of Trust for
Self-signed Certificate Integrity

As shown in Fig. 3 and the reverse engineering of products
[27] and [28], it was observed that current commercial solar
inverters and data managers host embedded web servers using
self-signed certificates. However, they remain vulnerable to
MITM attacks due to the lack of a chain of trust. To address
this issue, the proposed SM-enabled BC method was employed
as a secure trust certification authority (CA). An initially issued
valid self-signed certificate from the solar inverter was enrolled
into the BC ledger via the SM. Upon every inverter reboot or
completion of a firmware update, the certificate stored in the
BC ledger is compared against the newly retrieved certificate
(which could potentially be compromised inside of the inverter)
for automatic integrity verification. If the certificate is invalid,
the SM promptly alerts the security team for a potential inverter
firmware rollback.

Fig. 11 shows the testing results in the inverter SM. The
inverter’s self-signed certificate, created using Rivest–Shamir–
Adleman (RSA) algorithm with Secure Hash Algorithm-256
(SHA-256), was successfully verified against the BC-enrolled
certificate. The verification result is also intuitively displayed
on the BC web portal screen. Fig. 12 illustrates automatic
self-signed certificate integrity check results (BC in the web
portal screen.

C. Overall Experiment Summary and Discussion

Table II summarizes the TC experimental results. To validate
the proposed testing, initial experiments were conducted in the
university lab. Subsequently, the first five TCs were evaluated
at the National Center for Reliable Electric Power Transmission
(NCREPT) at the University of Arkansas and in the commercial
solar farm for final field testing. The lab environment tests were
completed successfully without any issues. However, during
the NCREPT evaluation, TC-4 initially failed due to campus

Fig. 12. Automatic self-signed certificate integrity check results (BC web
portal screen).

TABLE II
SUMMARY OF TEST CASE EXPERIMENT RESULTS

firewall filtering, which was triggered by the presence of the
word ‘malware’ in a testing file name. To overcome this obstacle
and complete the test, the term was modified to ‘m_alware’ to
bypass the security filter. In the field tests, TC-1, TC-2, and
TC-3 were executed successfully, whereas TC-4 and TC-5 failed
due to commercial operator’s network security restrictions that
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blocked file transfers within the solar farm. No further attempts
were made to bypass the field network security in order to
preserve operational integrity and avoid disrupting other teams’
activities.

The average defense time across all six tests was under 20
seconds, achieving 100% defense accuracy against the corre-
sponding TC attack scenarios. Tests involving control command
updates (TC-1 to 3) were completed relatively quickly due
to the smaller network packet size requirement, while mal-
ware/firmware update-related tests (TC-4 to 5). Also, TC-1 to
5 required more time as they involved validation across multiple
BC client/peer nodes. The secure boot test (TC-6) demonstrated
the fastest defense time, as the verified secure boot image in
the solar inverter SM was directly validated with the BC core
cluster.

One challenge is that the control command execution and
firmware update times are slightly longer than usual due to the
added defense processing. However, this required processing
time effectively enhances the overall security of the PV system,
protecting from the inverter device to the server against six types
of cyberattacks. Moreover, in the event of an attack, security
personnel can intuitively identify the attack point through the
BC smart contract, which also facilitates digital forensics in
worst-case attack cases. To the best of the author’s knowledge,
the defense processing time could be further reduced by using an
advanced SM device model (e.g., Raspberry Pi 5) equipped with
more RAM and an operating system installed on a solid-state
drive (SSD). However, these enhancements would also lead to
increased system costs. If the SM devices were to be purchased
and passively integrated into a fleet of solar inverters through the
reverse proxy method—without necessarily degrading the oper-
ational performance of large-scale solar farms—it is possible
that the estimated costs might be lower than the potential grid
risks and power outages that could result from simultaneously
halted inverter operations with significant recovering time. Addi-
tionally, an optimized BC system from a newly released version
or ML libraries may further decrease the defense processing
time.

The BC-assisted SM defense mechanism successfully im-
plemented end-to-end solar farm system to ensure continued
solar inverter operation during cyberattack events to effectively
minimize operation downtime. Additionally, the developed BC
prototype module was effectively developed as a plug-and-play
hardware solution, allowing for easy deployment in any existing
commercial solar farms.

VII. CONCLUSION

To improve the security of PV systems, this paper introduced
BC technology alongside the development of SM. This approach
has undergone validation, progressing from field-scale experi-
ments to practical tests in a commercial solar farm, pursuing real-
world feasibility. Through a series of cyberattack-and-defense
experiments, crucial security features were developed, includ-
ing defenses against data-modification MITM update attacks,
protections against device malware, automatic secure boot, and
self-signed certificate verification, all aimed at ensuring the

secure operation of the solar inverter. Additionally, the practical
BC-assisted security monitoring system accessible via the BC
web portal has been developed, providing intuitive insights into
cyberattack and defense outcomes, as well as the status of
PV system assets throughout operation. Future work includes
developing a post-quantum cryptography-enabled BC model to
strengthen PV systems against emerging cyber threats in the
quantum computing era.

APPENDIX

Open-source code for a BC security reference code is avail-
able on the following GitHub repository [33]. Implementation
details and demonstration videos are also provided.
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